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Privacy and Cookie Statement

Eneco Belgium nv (hereinafter “Eneco”) is part of the Eneco Group. At Eneco, we consider privacy and data protection to
be important. Your personal data is therefore processed and secured with the utmost care. Eneco processes your personal
data in accordance with the General Data Protection Regulation (hereinafter: “GDPR") and other applicable privacy legisla-

tion.

Eneco processes your personal data. We would like to provide you with clear information about this. In this privacy and
cookie statement, we answer the most important questions regarding the processing of your personal data by Eneco.

In this document, we explain how we process your data, why we do so, and for what purposes. We also explain here what
choices you have regarding the use of your data. This privacy and cookie statement applies to all services provided by Ene-
co Belgium where personal data is processed. We explain all of this in more detail below.

Privacy Statement

Processing of personal
data

What is the processing of personal data?

Processing refers to everything that can be done with
personal data. For example, collecting, but also organising,
storing, retrieving, using, updating, linking and deleting
data. This is therefore a very broad concept.

Personal data is any data that directly or indirectly reveals
something about a natural person. For example, your name
and address, but also - in combination with these - your
consumption data.

If the business customer is a legal entity, the privacy policy
applies only to the personal data of the natural persons
whose data we process in the context of their relationship
with the business customer.

Who is responsible for the processing of my personal
data?

Eneco Belgium NV is the data controller for your personal
data. Eneco Belgium NV is part of Eneco NV.

Eneco NV has appointed a Data Protection Officer
("DPO") who oversees compliance with the GDPR.

In Belgium, the DPO can be contacted by email at
privacymeldpuntbelgie@eneco.com or by post at Legal,
Blarenberglaan 2C, 2800 Mechelen.

For questions and answers regarding the processing of your
personal data by Eneco Belgium NV, you can also contact

customer service via Contact and frequently asked ques-
tions | Eneco Belgium.

Whose personal data does Eneco process?

We process personal data of people with whom we have,
wish to have or have had a customer relationship. This
includes, for example, personal data of:

o (former) customers;

« non-customers (prospects) who show an interest in our
products and services and/or third-party products and
services;

« people associated with a company or organisation with
which we have, wish to have or have had a customer
relationship;

« other third parties with whom we do not have or have
not had a customer relationship, for example if you
rent a house including energy. Or to protect your and
our interests, for example in the context of combating
fraud and identifying stakeholders in infrastructure
projects.

« users of the website and applications.

If a company or organisation has a customer relationship
with Eneco and provides us with the contact details of its
employees or customers, that company or organisation is
obliged to inform these contacts of this. In this privacy and
cookie statement, these employees or customers can see
how we handle their personal data.

In some cases, we also process the data of individuals who
are not customers themselves, but are family members of
customers. For example, you may provide the email address
of a family member for the communications Eneco sends
you or you may provide details of your family situation to
help us refine your energy profile. In that case, it is up to
you to ensure that you are permitted to share this data
with us.
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What personal data does Eneco process and how does
Eneco obtain it?
Eneco holds personal data:

—_

if you have provided it to us yourself;

2. because you use our applications, website, services
and/or products;

3. which we obtain from third parties such as distribution
network operators or contractually affiliated compa-
nies; and

4. by consulting public sources and/or by enriching data

via third parties, such as when carrying out a credit

check.

A list of categories of personal data:

« ID data: identity card and passport details, if provided

« Contact details or name and address details: we use
this data to contact you. This includes your address,
telephone number and email address.

« Contract details: this is data you shared with us when
entering into the contract.

« Financial data: bank account number, payment method,
authorisations, payments

« Personal characteristics: this includes, amongst other
things, your language preference and gender, so that
we can address you correctly in our communications.

« Electronic data: this is data collected on the website or
app, such as your IP address.

« Household composition: if you refine your energy pro-
file on MyEneco, we have information regarding your
household composition. You can also provide this in
surveys.

« Property characteristics: if you refine your energy
profile on MyEneco, we have information regarding
your property, such as the property type. You can also
provide this in surveys.

« Connection details: this is the data we have regarding
your connection point(s).

« Product details: This is data regarding which products
and/or services you use.

« Switching details: If you change your connection or
switch suppliers, we collect data regarding this. The
data relating to this change is referred to as switch
data.

o  (Social) tariff data: this includes data regarding your
tariff and any protected status you may have.

« Communication and log: this includes all contact mo-
ments you have had with Eneco.

« (Smart) metering and consumption data: usage data,
metering data

« Profiles: social profiles, customer status/customer
value, demographic characteristics, housing situation,
interests, household composition
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« Billing data: We need this data to be able to issue your
bills.

« Consumption data: The data relating to your consump-
tion is required to enable us to invoice the correct
amounts. We may also use it to adjust your advance
payment amount.

« Payment and financial data: This data includes your
payment preference and the details required to process
it, such as your direct debit authorisation. Bank ac-
count number, authorisations, payments, claims, credit
card details. Derived financial data: payment behaviour,
solvency data.

« Data obtained in the context of a complaint/legal
proceedings: If you ever have legal proceedings with
Eneco, we will keep records of this, such as conclusions
or judgements by the court.

« Debt collection data: this is the data we use to collect
overdue payments.

« Time and location data: only when using eMobility ser-
vices and following the customer’s consent, when using
the mobile app and solely for the purpose of receiving
notifications about charging or reporting faulty charg-
ing points. The customer can easily disable the location
functionality if they wish to withdraw their consent. In
addition, the mobile app will automatically share cer-
tain data when interactions with the device take place.

« Voice logging: recording and logging of telephone calls.

o Complaints: complaints submitted and their handling.

o Technical connection data: technical data regarding the
energy connection: EAN code, meter number.

The GDPR does not prescribe retention periods. Eneco
processes personal data for no longer than is necessary for
the purpose for which this data is collected. For example,
we retain your data for a maximum of 12 months if you
contacted us but decided not to become a customer. If you
do become a customer, we will process the personal data
necessary for the performance of the contract with you

for as long as you are a customer and for a period of up

to ten years after the end of the customer relationship (=
limitation period for personal claims). This is necessary, for
example, to be able to make corrections to meter readings.
If you are no longer a customer, we will use your personal
data for a maximum of two years to contact you occasion-
ally to encourage you to become a customer again and to
refine our business processes.
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Why does Eneco process personal data?

Performance of the contract between you and
Eneco

a. To establish a customer relationship with you and to
enter into a contract with you

If you wish to become a customer of ours or if you wish

to purchase a new product or service, we require personal

data.

For example, energy suppliers may carry out a credit check
on new customers to assess whether we can accept you as
a customer or whether we must first ask you for a security
deposit before we can process your contract application
further.

For this purpose, we may also use data we receive from
others. For example, from the company that carries out the
credit check on our behalf. The data we receive from you
and have recorded about you may also be used to carry out
analyses to assess whether you are eligible for a particular
product and/or service.

b. To be able to perform the contract

As our customer, we want to provide you with good service.

To perform the agreement we have concluded with you
and to be able to provide our services to you, we process
your personal data. We cannot provide you with services
or products without using your data for this purpose. For
example, we use your name and (email) address details for
our records and to maintain contact with you. We also use
your personal data to answer your questions and to handle
complaints and disputes. We also record communications,

such as telephone calls and chat sessions you have with us.

This also applies to the questions you ask us via email, app,
chat or telephone. We do this, amongst other things, for
the purposes of (legal) evidence and/or staff training. This
enables us to review our agreements with you at a later
date. However, we also require your data, for example, to
make our services technically feasible.

We use your personal data to answer your questions and
to handle complaints and disputes, even after the agree-
ment has ended. We record when and regarding what you
have contacted us, for example during telephone calls and
chat sessions you have with us or questions you ask us via
email, post or the Eneco app. We do this, amongst oth-

er things, for training and quality assurance purposes to
improve our services. And to be able to review our agree-
ments with you at a later date and for the purposes of
(legal) evidence. When processing telephone calls and chat
sessions, we may use artificial intelligence (“Al") to convert
these (telephone) conversations into text, summarise them
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and analyse them. On our website, you can also communi-
cate with us via a chatbot, which uses a limited form of Al.

We also process your personal data to, for example, send
you your (annual) invoices, to collect payment for them and
to keep track of what you have used over the past period. If
necessary, we will set a new advance payment amount. If,
when entering into your agreement, you provided a direct
debit mandate, we will collect the amount due (advance
payment) from your account on a monthly basis.

If, for example, you do not pay your (annual) bill(s) (on time),
even after we have sent you a reminder, we may transfer
our claim against you for collection to a third party. This
party will then receive from us the details of yours required
to collect the debt, such as your name, address details and
the invoice in question.

Eneco offers some of its services via the Eneco App, such
as our insight and consumption services. If you have a dy-
namic energy contract, we process your meter readings on
a daily basis, for example, to provide you with the correct
insight. The personal data processed by Eneco may also be
processed via the Eneco App. You can find more informa-
tion on this in the Eneco App. If you have a smart meter
and use the Eneco App, we will use your (meter) data to
provide you with insights into your energy consumption.

c. To enter into and perform agreements with suppliers
and business customers

If you are in contact with Eneco for work purposes, we may

process your personal data. We do this, for example, to deter-

mine whether you are authorised to represent your company

or to maintain contact with the company you work for.

Legal obligation

d. To comply with legal obligations

In some cases, we are legally obliged to send (service) no-
tifications. An example of this is a situation where (energy)
supply tariffs change. We will then inform you personally of
this change.

Eneco may also be legally obliged to cooperate in the provi-
sion of customers’ personal data to competent government
bodies, such as the Data Protection Authority, government
bodies, the tax authorities or the police. The further pro-
cessing of that data falls under the responsibility of those
public authorities. We will only cooperate in this regard if
we have established that the legal requirements for doing
so have been met.

We also process your data in the context of audits to com-
ply with legal obligations.
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In addition, we process your personal data for the collection
of claims on behalf of third parties. These include the net-
work management costs of your network operator, which
we charge to you and subsequently pay to your network
operator.

Consent

e. Eneco may ask for your consent to process certain per-
sonal data.

For example, we send you communications about interest-

ing offers from carefully selected partners; you can take

part in competitions or sign up to be kept informed about

solar panels and other promotions or offers from partners

in collaboration with Eneco.

Furthermore, in My Eneco you can share personal data to
refine your energy profile, or, as a non-customer, you can
carry out a price simulation.

Legitimate interest

f. For the development and improvement of our products
and services and the improvement of our business
operations

To provide you with a good service and continue to do

s0, we are constantly working on the development and

improvement of our products and services. In some cases,

we process personal data or derived personal data for this
purpose.

We do this, among other things, for quality purposes. This
includes the training, supervision and performance of our
staff. For example, if you ask a question about a product
and/or service, we look to see if we can improve our ser-
vice.

On Eneco’s websites, general visitor data is tracked, such
as the most frequently visited pages. The purpose of this
is to optimise the websites. We may also use the data we
have recorded about you to carry out analyses. With the
help of these analyses, we can, for example, improve the
service we provide to you.

We may also use tracking pixels in our emails. By using

a tracking pixel, we can see whether an email has been
opened. We use this information to improve our communi-
cations.

In addition, we use your data for internal analyses,
forecasts and process improvements, so that we can
serve you even better in the future and to improve our
business operations (implementation of our strategy and

policy).
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g. For promotional and marketing purposes

Eneco also uses your personal data for promotional and/
or marketing purposes. For example, to inform you about
(new) products and services and/or activities that are rele-
vant to you. Eneco uses profiling for this purpose.

Profiling is the automated processing of personal data,
whereby certain personal aspects of you are evaluated on
the basis of personal data. Eneco uses this, for example,
to analyse or predict personal preferences, interests and
visitor behaviour.

For this purpose, we may also use data about you that we
purchase from others. This enables us to better tailor the
content of our information and offers to your interests. At
Eneco, no automated decision-making based on profiling
takes place if this has legal consequences for you or if the
decision significantly affects you.

We will contact you for promotional and/or marketing pur-
poses via email, the Eneco app, by telephone or by post. If
you do not wish to receive this information, you can unsub-
scribe via My Eneco or via the contact form on the website.

If you are no longer a customer, we may still contact you
with an offer to become a customer again, unless you have
opted out of this. Eneco applies a period of up to two years
following the termination of the customer relationship.

When you visit our website, we may link your use of our
website to the information we hold about you in order to
improve the services we provide to you and to show you
relevant advertisements.

We may also use the data to carry out analyses to provide
you with more targeted information on the websites. This
enables Eneco to further improve its services and adapt
them to customers’ wishes.

In addition, we combine your online browsing, search and
customer behaviour to provide you with relevant offers and
recommendations online and/or offline, tailored to your
preferences or interests, and to optimise our campaigns.

We do this using cookies and techniques similar to cookies.
We explain this in our cookie statement which you will find
at the bottom of this document.

Profiling is the automated processing of personal data,

in which, on the basis of personal data, certain personal
aspects of you are assessed. Eneco uses this, for exam-
ple, to analyse personal preferences, interests and visitor
behaviour or to predict them. To this end, we may also use
data about you that we purchase from others. This enables



Privacy and Cookie Statement

us to better tailor the content of our information and offers
to your interests. At Eneco, no automated decision-making

based on profiling takes place if this has legal consequenc-

es for you or if the decision significantly affects you.

We will inform you for promotional and/or marketing
purposes via email, app, telephone or post. If you do not
wish to receive this information, you can opt out using the
opt-out option provided in these messages. You can also
indicate this in MyEneco.

h. For statistical and scientific purposes

We may also use your personal data to carry out analyses
and conduct research. This applies even if we no longer
require your personal data for other purposes. This means
that your personal data will only be used for historical,
statistical or scientific purposes. We often do this using
aggregated and/or anonymised personal data.

i. Links to other sites

Eneco’s websites contain a number of links to websites
operated by other parties, such as social media platforms.
Eneco accepts no responsibility for the way in which these
parties handle your data. You should therefore check
whether the site you are visiting contains a privacy state-
ment. If so, please read it to see whether you agree with
the privacy policy of the relevant party as described therein.

Does Eneco also process special category and/or criminal
personal data?

Special category personal data

Special categories of personal data are data concerning
health, data concerning religious or philosophical beliefs,
ethnic data or data concerning race, political opinions, mem-
bership of a trade union, biometric data for the purpose of
uniquely identifying a person, genetic data and data con-
cerning a person’s sexual behaviour or sexual orientation.
Eneco does not process any special category personal data,
unless permitted by law.

Do you ask us to record special category personal data
about you or do you disclose this data yourself? In that
case, we will only process this data if it is necessary for the
provision of our services.

Criminal personal data

Another category of data concerns criminal data. This
involves the processing of personal data relating to crim-
inal convictions and criminal offences or related security
measures. It also concerns personal data relating to a
court-imposed ban following unlawful or disruptive behav-
iour. Eneco may also process this data if permitted by law
or in the context of an investigation into criminal offences
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or in the event of disruptive and/or (previously exhibited)
aggressive behaviour.

National Registration Number

As is customary in the energy sector, Eneco processes the
National Registration Number to grant the social tariff and
provide social protection to those entitled to it.

To whom does Eneco disclose my personal data?

Eneco may disclose your personal data to service providers
we engage in our business operations or the provision of
our services and who, in doing so, process personal data
on our behalf. In addition, Eneco may be (legally) obliged
to disclose your personal data to certain parties, such as
government authorities.

Eneco may provide your personal data to the following
parties:

« Your regional network operator, who is responsible
for your connection to the electricity and/or gas
network;

« Credit reference agencies, so that we can verify wheth-
er you are able to meet your payment obligations;

« Debt collection agencies or bailiffs, who attempt to
collect outstanding invoices on our behalf;

« External customer service centres, which assist us in
handling customer enquiries or the telephone sales of
new contracts;

o IT service providers, who assist us with IT support for
the provision of our services;

« Government bodies, such as the tax authorities, regula-
tors or the police;

« Professional advisers, such as an administrator, debt
counsellor or solicitor;

« Competent national authorities in the countries where
your personal data is located due to the processing
operation, both during and after processing if they are
the subject of an investigation;

« Non-commercial research institutions, such as univer-
sities and government organisations, for the purposes
of research and the development of government policy,
in the field of renewable energy sources, climate and
smart energy networks.

Eneco only provides these parties with data that is neces-
sary for the provision of services. Eneco requires the service
providers with whom it shares personal data to use it solely
in the context of the relevant services provided to Eneco or
to comply with legal obligations. The service providers may
also act exclusively on Eneco’s instructions. Eneco requires
these service providers to adequately protect the data
through technical and organisational measures and to keep
it confidential.
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Your personal data will not be sold without your consent
to third parties who then process it further for their own
purposes.

Although Eneco’s starting point is to preferentially engage
service providers in countries within the EEA where an
adequate level of protection applies, the service providers
engaged by Eneco may be based anywhere in the world.
This may therefore involve transferring data to third parties
in countries that do not have a comparable level of protec-
tion for personal data as within the EEA.

However, Eneco only does this if the third party can offer an
adequate level of protection and security. For example, be-
cause the transfer of personal data takes place to a country
that has been designated by the European Commission, on
the basis of an adequacy decision, as a country with a com-
parable level of protection, or because the third party can
make use of Binding Corporate Rules or by using Standard
Contractual Clauses. These are standard contracts drawn up
by the European Commission for the transfer of personal
data to countries that do not have a comparable level of
protection for personal data as within the EEA.

Rules & Rights

What are my rights?

You have a number of rights regarding the personal data
that Eneco holds about you. These rights are explained be-
low. The rights are not absolute. There are always possible
exceptions that may prevent us from complying with your
request. If this is the case, we will explain why.

Before we can comply with your request, we are legally
obliged to verify your identity.

If you send Eneco a request regarding any of these rights,
Eneco will respond within 30 days.

You can submit your request via the contact form on the
website, by email, post or telephone. Send your request
to Eneco via our contact form or in writing to Blaren-
berglaan 2C, 2800 Mechelen. You can contact customer
service by telephone on 0800 15 534 or send an email to
privacymeldpuntbelgie@eneco.com.

In your request, you must specify as clearly as possible which
personal data your request relates to. You must also include
your name, address and telephone number in your request.

Submitting a request is free of charge, unless you make
unfounded or excessive requests.

To prevent your personal data from being unlawfully shared
with others, we may ask you to identify yourself or provide
proof of your identity. This can be done by making a copy of
the front of your identity card, with your photo obscured.

Right to access your personal data

You have the right to access your personal data. This means
that you can ask the Eneco group company or companies
from which you purchase products and/or services to spec-
ify which personal data is being processed about you and
for what purposes that data is used.

Right to rectification of your personal data
You have the right to have your personal data corrected or
supplemented if this data is incorrect or incomplete.

Right to erasure (“right to be forgotten”)

You may also submit a request to Eneco to have your data
deleted. Eneco is not always obliged to comply with this. If
you withdraw your consent, Eneco is not obliged to delete
your data if there is another legal basis for the processing.
For example, because Eneco is legally obliged to retain your
data or because the data is necessary to be able to supply
products and/or services to you.

Right to object to the use of your personal data

You may object to the processing of personal data for direct
marketing purposes or on the basis of your specific circum-
stances. This applies only to processing carried out on the
basis of legitimate interest.

Right to restrict the use of your personal data

If you believe that the processing of your data by Eneco is
unlawful or if Eneco no longer needs your data but you do
not want this data to be deleted, you can submit a request
to restrict the processing. Your data will then remain stored
but will not, in principle, be used for any other purpose.

The request for restriction may also be made if you are still
awaiting a verification of your data or a response to your
objection to its use.

Right to data portability (also known as the right to data
portability)

You may request Eneco to provide you with the data that
Eneco holds about you (electronically) or request Eneco, as the
data controller, to transfer this to another data controller.

The right to data portability applies only to personal data
collected on the basis of consent or on the basis of a con-
tract.

Furthermore, this only concerns personal data that has
been provided by, and relates to, you. This includes both
personal data that has been actively and knowingly provid-
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ed by you (such as your email address when entering into
your contract with Eneco), and personal data that has been
provided through the use of a device or service (e.g. data
collected by the Eneco App).

Derived data (e.g. an interest profile built up by recording
visitor behaviour) is expressly not included in related data.

Security

Is my personal data secure at Eneco?

Your personal data is stored with care and not for longer
than is necessary for the purpose for which it was pro-
cessed. Within Eneco, your personal data may only be used
by employees who, given their role, require access to it.
Our employees are bound by a duty of confidentiality. If we
wish to use data for a purpose other than that for which

it was originally processed, we may only do so if there is a
compatible interest between the two purposes.

Your personal data may also be exchanged between the
various divisions of Eneco. However, this will only occur if
there is a legal basis for doing so and if this is compatible
with the purpose for which the data was collected.

Eneco takes appropriate technical and organisational
measures to protect your personal data against destruction
(accidental or unlawful), loss, misuse, falsification, unau-
thorised access or disclosure or any other form of unlawful
processing of your personal data. For example, Eneco may
use encryption, access codes and pseudonymisation of
personal data. In doing so, Eneco balances the risks, the
technical possibilities and the implementation costs.

Where can | report a data breach?

Eneco considers it very important that your data is secure.
Should data, for example, be lost or become accessible
where it should not be, we ask you to inform us as soon

as possible so that we can contact those affected where
necessary and inform the supervisory authority. You can do
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this via privacymeldpuntbelgié@eneco.com. Please include
in your email your name, the organisation you work for (if

applicable), your telephone number and a brief description
of the data breach.

Eneco complies with the Data Breach Notification Obliga-
tion. This means that we will report a serious personal data
breach to the competent data protection authority within
72 hours of discovering the breach. Have you discovered a
(potential) data breach? Please report this to us as soon as
possible, but in any case within 24 hours of identifying the
data breach.

Information

Where can | go with a question or complaint?

For questions or complaints regarding the processing of
personal data by Eneco, you can contact us via customer
service, via our contact form or in writing at Blarenberglaan
2C, 2800 Mechelen. You may also direct any questions or
complaints to the Data Protection Officer (“DPO") appoint-
ed by Eneco to oversee compliance with the GDPR. In that
case, you can contact the DPO directly; in Belgium, they
can be reached via privacymeldpuntbelgie@eneco.com. You
can also submit a complaint directly to the Data Protection
Authority, Drukpersstraat 35, 1000 Brussels / +32 (0)2 274
48 00 / contact@apd-gba.be / www.gegevensbescherming-
sautoriteit.be.

Can Eneco amend this document?

Yes, our privacy statement may change from time to time.
For example, we will amend the privacy statement if, for
instance, there are new data processing activities. And if
these changes are relevant to you, we will notify you or
make the changes clear to you in a prominent manner. If
there are changes to the law or to our products and/or ser-
vices, these may affect the way we use your personal data.

You can always find the most up-to-date version of our
privacy statement at Eneco.be.
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Cookie statement

When providing its services online, Eneco uses two meth-
ods to store data in your browser: cookies and local stor-
age.

Cookies

Eneco’s websites use cookies. Cookies are small text files
that are placed on your computer, tablet or mobile phone
when you visit our websites.

We use cookies for the following purposes:

« To provide you with the best possible information
about our products and services. This ensures you see
information that is most relevant to you and/or tailored
to your preferences or interests.

« To retrieve previous preferences.

« Forresearch: to optimise the websites and make them
more user-friendly.

Some cookies are essential. These cookies enable you to
use features on the websites, such as the enquiry form, be-
coming a customer online, moving house and remembering
your My Eneco login details.

Would you prefer not to receive cookies? Then you can
disable them in your browser settings. Please note: it is
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possible that some features of the websites may then not
work on your computer, tablet or mobile phone.

Local storage

Sometimes data is not stored in a cookie, but in your brows-
er's ‘local storage’. Eneco uses HTML5 Local Storage to store
data. This works in much the same way as cookies, but more
data can be stored. With local storage, you decide how long
the browser keeps the data. This depends on your browser
settings and/or how often you clear your browser history.

Links to other sites

Eneco’s websites contain a number of links to websites
operated by third parties. Eneco accepts no responsibility
for the way in which these parties handle your data. You
should therefore check whether the website you are visiting
contains a privacy statement. If so, please read it to see
whether you agree with the privacy policy of the relevant
party as described therein.

Email tracking pixel

A tracking pixel is an electronic file (typically 1 pixel by 1
pixel) that is placed in an email (for example, our newslet-
ter). By using a tracking pixel, we can see whether an email
has been opened and/or read. We use this information to
improve our communication.
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